NudopmanmoHHas TaMsITKa JJ1s1 00yJaloluxcs ISl pa3MellleHus Ha OQUITHATBHBIX
WHTEpPHET-pecypcax

C KaXJbIM TOZOM MOJIOJIEKH B HHTEPHETE CTAHOBUTCA OOJIbIIIE, a IIKOJbHUKH OJHU U3
caMbIX aKTHBHBIX I10JIb30BaTesel Pynera. Mes/y TeM, IOMHUMO OTPOMHOTIO KOJIMYECTBA
BO3MOKHOCTEH, MHTEPDHET HeceT W IIpobsieMbl. DTa IaMsATKA J0/DKHA IIOMOYb Tebe
0e30IMacHO HAaXOAUTHCA B CETH.

KoMmnbroTepHbIE€ BUPYCHI

KommnbpioTepHBINI BUpPYyC - 3TO Pa3HOBUJHOCTb KOMIIBIOTEPHBIX IPOrpaMM,
OTJINYUTETLHON OCOOEHHOCTHIO KOTOPOU SIBJISIETCSA CIIOCOOHOCTh K Pa3MHOXKEHUI0. B
JIONIOJIHEHNE K 3TOMY, BUPYChI MOTYT MOBPEJUTh WM IIOJHOCTBIO YHUYTOXKUTH BCE
daiiel U AaHHBIE, TOAKOHTPOJIBHBIE IIOJIB30BATENIO, OT HMMEHH KOTOpPOro ObLia
3amyllleHa 3apakeHHasd IPOorpamMmMa, a TakKe MHOBPeJUTh WM JlaKe YHUUYTOXKHUTH
OTIEPAI[UOHHYIO CHCTEMY CO BceMHu (aiyiamu B I1[eJIoM. B OOJBIIMHCTBE CIIydaeB
pacrnpocTpaHAITCA BUPYChl Yepe3 UHTEPHET.

MeTo/1bI 3aIIUTHI OT BPEJOHOCHBIX TPOTPaAMM:

1. Vcnosnp3yit coBpeMeHHbIE ONEPAIlIOHHbBIE CHUCTEMBI, MMEIOIIUE CEPhe3HbI YPOBEHD
3aIUTHI OT BPEJOHOCHBIX ITPOTPAMM;

2. TlocrosgsHHO ycTaHaBaWBal mautu (I[U¢pOBbIE 3aIJIATKU, KOTOPblEe aBTOMATHYECKH
YCTaHABJIUBAIOTCA C IEJbI0 JOPaOOTKU IPOrpaMMBbI) W JIpyrue OOHOBJIEHHs CBOeU
omneparuoHHOU cucteMbl. CKauyuBal UX TOJBKO ¢ OQUIIMATBLHOTO caiiTa pa3paboTymka
OC. Eciu cyiiecTByeT peskKuM aBTOMATHYECKOTO OOHOBJIEHHU S, BKJIIOUH €T0;

3. Paboraii Ha cBoeM KOMIIbIOTepe IO/, IpaBaMHU I0JIb30BaTesIsd, a He a/IMUHUCTPATOPA.
OTO HE MO3BOJIUT OOJIBIIIMHCTBY BPEOHOCHBIX MPOTPAMM HMHCTAJIJIUPOBATHCS HA TBOEM
IIePCOHAJIBHOM KOMIIBIOTEPE;

4. lconb3y#t aHTUBUPYCHBIE TPOTPAMMHBIE ITPOAYKTHI U3BECTHBIX TPOU3BOUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannub GU3UIECKUU JIOCTYTI K KOMIIBIOTEPY /IJ1 IOCTOPOHHUX JIUII;

6. Mcnionp3yli BHEIIIHNE HOCUTeIN NHPOPMAINUY, TaKue Kak iielika, JUCK Uin ¢Gpaiii us
WHTEPHETA, TOJIbKO 13 IPOBEPEHHBIX UCTOUHUKOB;

7. He oTKphIBail KOMIbIOTEPHBIE (hAMIbI, MMOJyYEHHbIE U3 HEHAJEKHbIX HCTOUHUKOB.
JTaxke Te aiiyipl, KOTOPbIE IPUC/IAT TBOM 3HAKOMBIH. JIydllle yTOUHU Yy HETO, OTIIPABJISLI
JIV OH Tebe ux.

Ceru WI-FI

Wi-Fi - 9To He Bu/ lepefauu JaHHBIX, HE TEXHOJIOTHS, a4 BCETO JIUIIL OpeH/1, Mapka. Eie
B 1901 TOAy HUJepJaHJCKas KOMIaHHsA 3aperucrpupoBaia Opena "WECA", uro
oboznauanmo cimoBocoueranue "Wireless Fidelity", xoropsiii mnepeBoguTcs Kak
"GecrpoBOTHAS TOYHOCTD .

Jlo Halero BpeMeHHW JoIia Apyras ab0peBuaTypa, KOTOpas SIBJISIETCS TaKOU JKe
TexHosiorueii. Ato abbpeBuarypa "Wi-Fi". Takoe HazBaHue ObLIO JAHO C HAMEKOM Ha



CTaH/ZIAPT BbICIIEN 3BYKOBON TexHuku Hi-Fi, uro B mepeBosie o3Hauaer "BBICOKAs
"
TOYHOCTH .

Jla, OecITaTHBIN WHTEPHET-ZIOCTYI B Kade, OTeIAX U a3POIOPTax ABJISAETCS OTIUIHOU
BO3MOXKHOCTBIO BBIXOZJa B UHTepHeT. HO MHOTrWMe B3KcHepTbl CUWUTAIOT, YTO
obmenocrymabie Wi-Fi cetu He sABIsAI0OTCA 6€30IMaCHBIMH.

CoBeTbl 110 6€3011aCHOCTH PA0OTHI B 00OIIEAOCTYIIHBIX ceTax Wi-fi:

1. He mepenaBaii cBowo JMUHYHO HWHMopManuio depe3d obmmenoctymable Wi-Fi ceTtu.
PaboTasi B HUX, JKeJIaTeJIbHO He BBOJIUTH MAPOJIU 0CTYIIA, JIOTHHBI U KaKHe-TO HOMepa;

2. Mcnosp3yit 1 0OHOBJISAN aHTUBUPYCHBIE IIPOrpaMMbI B Opanamayep. Tem caMmbIM ThbI
obe3omacuIb ceds OT 3aKaUYKH BUPyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnonp3oBanum Wi-Fi otkimoun ¢yaknuio "Ob6mwuit goctyn k daiiam u
npuHTepam". JlaHHas GyHKIUA 3aKpbiTa IO YMOJYAaHHUIO, OJTHAKO HEKOTOpbIE
MI0JIb30BATEIN aKTUBUPYIOT €€ JJ1s y/I00CTBa UCIIOIb30BAHUSA B paboTe Win yueoe;

4. He ucnonp3yit mybsmmunsiin WI-FI 11 mepemaun JTUYHBIX JAHHBIX, HAIIPUMeEpP JJIA
BBIX0/1a B COLIMAJIbHBIE CETU UJIU B 3JIEKTPOHHYIO IOUTY;

5. Ucnonb3yl Tospko 3amuineHHoe coeuHeHue uepe3 HTTPS, a ue HTTP, T.e. mpu
Habope Beb-azpeca BBoaU UMeHHO "https://";

6. B wmobunbHOM Tenedone otkmoun ¢yaknuo [logkaouenue k- Wi-Fi
aBTomaTuuecku'. He Jiommyckail aBTOMAaTHYECKOTO MOAKIIOUEHHUs YCTPOUCTBA K CETSAM
Wi-Fi 6e3 TBoero corsacusi.

ConunajibHBIE CETU

CormuasnibHbIE CETH AKTUBHO BXOZAT B HAIILY 3KU3Hb, MHOTHE JIFOAY Pa0OTAIOT U JKUBYT TaM
IIOCTOSIHHO, a B Facebook yske 3aperucTpupoBaH MUJLIHAP]] YEJIOBEK, UTO SIBJISETCS
OJIHOH CeIbMOM BCEX KHUTeJIeH ITaHeThbl. MHOrme II0J1hb30BaTeJIM HE MOHHMAIOT, YTO
uHpopManus, pa3MellleHHas UMH B COIMAJIbHBIX CETAX, MOXKET OBITh HalJieHa WU
HCIIOJIb30BaHa KEM YTO/THO, B TOM YHCJIe He 00s13aTeIbHO ¢ 6J1arnMyu HaMepeHUsIMHU.

OcCHOBHBIE COBETHI 110 O€30IIaCHOCTH B COIINMAJIBHBIX CETAX:

1. OrpaHnYb CHOUCOK Jipy3eil. ¥ TeOs B APy3bsX HE JODKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIO/IeN;

2. 3amuinai cBolo YacTHyIO Ku3Hb. He ykaspiBail maposu, TesaedoHbI, aapeca, AaTy
TBOEr0 POXKJIEHUS U [APYIyI0 JHAUYHYI0 WHQOpMamuo. 3JIOYMBIINUIEHHUKA MOTYT
HCIIOJIH30BaTh Jlaske WHGOPMAIIUIO O TOM, KaK Thl M TBOM POAUTENU IUIAHUPYETE
MIPOBECTU KAHUKYJIbI;

3. 3amnuInai cBO PeIyTanulio - IEPKHU ee B YHCTOTE U 3a7[aBail cebe BOIPOC: XOTeJT ObI
TBI, UTOOBI APYTHE II0JIb30BATEIN BUJIEJIH, UTO THI 3arpykaemib? [logymai, mpexie yeM
YTO-TO OIyOJIUKOBATh, HATIMCATh U 3aTPY3HUTh;

4. Ecoix ThI TOBOPHUIIIB C JIFOABMU, KOTOPBIX He 3HAEIb, HE HCII0JIb3YU CBOE PeajIbHOE UM
U PYTYIO JINUHYI0 H(MOPMAIIUU: UMs, MECTO KUTEJIHCTBA, MECTO yueObl U IIpoYee;

5. 1306eraii pasmerenus pororpaduii B IHTEpHETE, I7e Thl N300pakeH Ha MECTHOCTH,
110 KOTOPOU MOKHO OIIPEJIeINTh TBOE MECTOIOJIOKEHUE;



6. HpI/I PETrUCTpaniv B COIIHaJIbHOfI CeTu H606XOI[I/IMO HCITIOJIb30BAThb CJIOXKHbIE I1apOJIH,
COCTOAIIIME U3 6}7KB u IlI/I(l)p H C KOJIMYECTBOM 3HAKOB HE MEHeEe 8;

7. IJIsT conuasibHON CETH, ITOUTHI U JIDYTHUX CAUTOB HEOOXOIMMO HCIIOJIb30BATh Pa3HbIE
maposin. Torga ecyiu Tebs B3JIOMAIOT, TO 3JI0YMBIIIIEHHUKH TOJIyYaT JIOCTYH TOJIBKO K
OJTHOMY MECTY, a HEe BO BCe cpaay.

AJIEeKTPOHHBIE JE€HbI'U

ONIeKTPOHHBIE JIEHBIU - 5TO OUYE€Hb YZAOOHBIN CIOCO0 IjTaTexkeil, OJHAKO CYIIECTBYIOT
MOITIIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JEHBTH.

JJIEKTPOHHBIE JIEHBI'M MOSBUJINCH COBCEM HEIABHO U MMEHHO HM3-3a 3TOTO BO MHOTHUX
rocy/IapcTBax JI0 CUX IIOP He IIPOIHMCAHO PO HUX B 3aKOHAX.

B Poccuu 2xe oHu GYHKITMOHUPYIOT U O HUX Y3Ke IIPOIIKCAHO B 3aKOHE, I7Ie UX Pa3Ie/IaI0T
Ha HECKOJIbKO BH/IOB - aHOHMMHBIE 1 HE aHOHMMHBIE. Pa3zHuIa B TOM, YTO aHOHHMHBIE -
9TO Te, B KOTOPBIX paspelraeTcsi IPOBOJUTH oOlepanuu 0e3 uAeHTUGUKAIUMH
[MOJIb30BATE/IA, A B HEAHOHUMHBIX WAEHTH(PHUKAIUA II0JIb30BATENA  SIBJISETCS
00s13aTeIbHOM.

Takske ciiezyeT pa3janyarh 2JIEKTPOHHBbIE (pUaTHBIE JeHbrd (PaBHBI TOCY/IApPCTBEHHBIM
BJIIOTaM) U SJIEKTPOHHBIE He(HUATHBIE JIEHbI'M (HEe PaBHBI TOCYIAPCTBEHHBIM BATIOTaM).

OCHOBHBIE COBETHI 110 O€30MacHON paboTe ¢ 3JIEKTPOHHBIMHU JIEHbraMMU:

1. [IpuBs:ku K cueTy MOOWIBbHBIN TesieOH. ITO caMbIil YAOOHBIM U OBICTPHINA CIIOCOO
BOCCTAaHOBUTH JIOCTYI K cueTy. [[puBsA3aHHBIN TesieOH TOMOKET, eCJIu 3a0yellb CBOM
IUIATEXKHBIN TApOJIb WX 3ai/Ielh Ha CAalT ¢ HE3HAKOMOTI'O YCTPOICTBA;

2. Vcrionp3yii omHOpa3oBble maposin. [ocse nepexoia Ha yCUIIEHHYIO aBTOPU3AIHUIO TeOe
yKe He Oy/IeT yIpoXKaTh OIMACHOCTDh KPAXKH WJIU MIEPEXBATA IIATEXKHOTO MApOJIs;

3. Beibepu cioxkHBIA maposib. IlpecTymHUKaM OyZeT He MPOCTO YraJaTh CJIOXKHBIHN
naposb. HazlesxHple aposiy - 9TO 1apoJjiy, KOTOpble cojlepKaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOUHBIE U IPONMCHBIE OYKBBI, (Pl U HECKOJIBKO CUMBOJIOB, TAKUE
KaK 3HaK JloJiapa, pyHTa, BOCKJIUIATeIbHBIN 3HaK U T.Il. Hanpumep, $tRong!;;

4. He BBOAM cBOM JIMUHBIE TaHHBIE HA CAlTaX, KOTOPHIM HE JJOBEPSIEIIb.
dJIeKTPOHHAas MoYTa

DJIEKTPOHHAS IIOYTA - TO TEXHOJIOTHUS U MPEIOCTaBIIsIEMbIE €0 YCIIYTH 10 MEPEChUTKE U
MOJIyYeHUI0 3JIEKTPOHHBIX COOOIIEHUI, KOTOpPhIE PaCHpeAessoTC B KOMIBIOTEPHOMN
cetu. OOBIUHO SJIEKTPOHHBIA TIIOUTOBBIM AWK BBIVIAAUT CJIEAYIOIUM 00pa3oM:
UMs_TI0JIb30BaTeNA@UMA_JIoMeHa. Tak:ke KpoMe Iepe/lauul IPOCTOTO TEKCTA, UMeeTCs
BO3MO>KHOCTH Ilepe/iaBaTh (hailsbl.

OCHOBHBI€E COBETHI 110 O€30IMacHON paboTe C 3JIEKTPOHHOU MOUYTOM:

1. Hago BIOpaTh mMpaBUJIBHBINA ITOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIA BHIOOD
OecryIaTHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JIYUIIE JIOBEPATHh TE€M, KOTO 3HAEIIb U KTO
TIepBBIN B PEUTUHTE;

2. He ykaspIiBaii B JINUHOU mouTe JIMYHYI0 HHbopManuio. Hanpumep, jiydiiie BIOPaTh
"My3bIKaJIbHBIN__(aHaT@" wiu "pok2013" BMecTo "Temails’;



3. Mcrosp3yH IByXaTaIlHYI0 aBTOPU3AIHI0. DTO KOI/ia IOMHUMO I1apoJisi HY>KHO BBOJIUTH
KO/I, TpUChLIaeMbli 110 SMS;

4. Bpibepu CJIOKHBIN TapoJib. JIJI KaKOTO IIOYTOBOTO SIIHKA JOJKEH OBITh CBOU
HaJIe>KHBIW, YCTOMUMBBIN K B3JIOMY I1apOJib;

5. Ecii ecTh BOBMOKHOCTHh HAIIMCATh CAMOMY CBOM JIMYHBIM BOIPOC, HCIIOJIB3YH 3TY
BO3MOXKHOCTb;

6. Vcrosnp3yil HECKOJBKO ITOYTOBBIX SMIUKOB. llepBBIM Jj1 YacTHOU NEPENuCKH C
azpecaTaMu, KOTOPBIM ThI JIOBEPSEIIb. DTO JIEKTPOHHBIN aJipec He HAJ[0 UCII0JIb30BaTh
IIpU perucTpanuy Ha GpopyMax u calrax;

7. He oTkpbIBail ¢ailibl U Jpyrue BJIOXKEHUS B MUCHbMAaX, Ja)ke eCId OHU IPUIIUIU OT
TBOUX Apy3ei. Jlyulie yTOUYHH y HUX, OTIIPABJISIIN JI OHU Tebe 3TU aiiibl;

8. [Tocsie okoHUAHUS PAOOTHI HA IOUTOBOM CEPBUCE TTePe] 3aKPHITHEM BKJIAJIKU C CAUTOM
He 3a0yb Ha)KaTh HA "BeriiT".

Kuo6epOy/LTMHT WJIN BUPTYaJIbHOE U3/1€BATEIHCTBO

KubepOysutiHT - mpecijieJoBAaHHE COOOIIEHUSMH, COZEPIKAIUMU OCKOpOJIeHU ],
arpeccuio, 3alyrHBaHUe; XYJIUTAHCTBO; COIMAJIbHOe OOMKOTHpOBaHHE C IIOMOIIBIO
Pa3IUYHBIX UHTEPHET-CEePBUCOB.

OcHOBHBIE COBETHI IO OOpHOE ¢ KNOEPOYIIIIMHTOM:

1. He 6pocaiics B 60#. JIyumuii crioco0: mocoBeTOBaThCA Kak cebsi BECTH U, €CTU HET TOTO,
K KOMYy MOXKHO OOpaTUTBhCSA, TO BHAYAJE YCHOKOUTHCA. ECM ThI HAYHEIIb OTBEYATh
OCKOPOJIEHUSIMH Ha OCKOPOJIEHH S, TO TOJIBKO el1le OOJIbIIe Pa303kKIKellb KOHDIIKT;

2. Yrpasail cBoell kubepperyTaiueii;

3. AHOHHUMHOCTh B CE€TH MHHUMAas. CYH_IGCTBYIOT CITI0COOBI BBIACHUTDH, KTO CTOHT 3a
AHOHHUMHBIM aKKayYHTOM;

4. He crouT BecTr XyMraHCKUi 0oO6pa3 BUPTyaIbHOH KU3HU. IHTepHET (pUKCUPYET BCe
TBOU JIEHICTBUSA U COXPAHAET UX. YIATUTh UX Oy/IeT KpaiHe 3aTpy/IHUTETHHO;

5. CobJtr0/1al1 CBOIO BUPTYQIbHYIO UECTh CMOJIOAY;

6. Irnopupyii eTUHUYHBIN HeraTuB. OZTHOPAa30BbIe OCKOPOUTETbHBIE COOOIIEHUS JIyIIIIe
urHopupoBaTb. OOBIYHO arpeccus MPeKpaIIaeTcss Ha HaYaJIbHOH CTa/ NN,

7. BaH arpeccopa. B mporpaMmmax oOMeHa MI'HOBEHHBIMH COOOIIEHUSMH, B COITHATbHBIX
CETSX eCTh BO3MOYKHOCTh OJIOKUPOBKH OTIIPABKU COOOIIEHHH C OITPeIeIEHHBIX aJIPECOB;

8. Ecim TBI cBuzerenp KubepOysutmHra. TBOWM JeHCTBUSA: BBICTYIIUTh IPOTUB
npecjiefoBaTess, IOKa3aThb €My, UYTO €ro JIeMCTBUS OLIEHUBAIOTCS HEraTUBHO,
MO/IEPIKATH JKEPTBY, KOTOPOH HY’KHA IICUXOJOTUYECKAS IIOMOIIb, COOOITUTH B3POCIBIM
0 aKTe arpecCuBHOIO IOBEJIEHU B CETH.

MoowibHbIN TeJIedOoH

CoBpemenHble cMapT¢GOHBI U IUIAHIIETHI COZEPKAT B cebe BIIOJIHE B3POCJIBII
(yHKIIMOHAJI, 1 TEEPh OHU MOTYT KOHKYPHUPOBATh CO CTAIITHOHAPHBIMH KOMITHIOTEPAMU.



OZIHaKO, CpPEACTB 3alllUThI JJIA HOI[O6HI>IX YCTpOﬁCTB IIOKa O4Y€Hb MaJIio. TeCTI/IpOBaHI/Ie u
IIOMCK YHBBHMOCTeﬁ B HUX ITPOHUCXOAUT HE TaK MHTEHCHUBHO, KaK AJIA HK, TO 2Ke caMoe
KacaeTcss 1 MOOMJIBHBIX HpPIJ'IO)KGHPIfI.

CoBpeMeHHbIE MOOMJIBHBIE Opay3ephl yiKe MPaKTUUECKU JOTHAIU HACTOJIbHbIE aHAJIOTH,
OTHAKO paciiupeHue GyHKIIMOHAIA BJIEUYET 32 COOOU OOJIBIIYIO CJI0KHOCTh U MEHBIIIYIO
3aIHUIIEHHOCTD.

,Z[EUIGKO HE BCE IIPOU3BOJUTEIN BBIITYCKAIOT O6HOB.TI€HI/IH, 3aKpPbIBAalOII€ KPUTHUYECKHE
YA3BHUMOCTH JJIA CBOUX YCTpOfICTB.

OCHOBHBIE COBETHI JJIA 6e30ImacHOCTH MOOHJIBHOTO TeJ'Ie(l)OHaZ

Hwuuero He sABJIsieTcs mO-HacTOAIEMY OecriaTHBIM. By/ib ocToposkeH, BeZlb Korzia Tebe
IpeJiyIaraloT OecIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHWe-TO IIaTHbIE
yCIIyTH;

Jymaii, npexae uem otapaBuTh SMS, doto wiu Bugeo. Tol TOUHO 3HAEIITD, T7ie OHU Oy TyT
B KOHEYHOM UTOTE?

Heo6xoamMo 0OHOBJIATH OMEPAIUOHHYIO CUCTEMY TBOETO CMapT(OHA;
Hcnosnp3yit aHTUBUPYCHBIE TPOTPAMMBI 7151 MOOWJIbHBIX TeJIE(OHOB,;

He 3arpyxaifi IpuaoKeHUs1 OT HEU3BECTHOTO MCTOYHUKA, BEJIb OHH MOTYT COZIEPKATh
BpeZIOHOCHOE IIPOrpaMMHOe obeclieueHue;

[Tocie Toro Kak Thl BBIWJENIb C CAlTa, IJl€ BBOAWJI JIMYHYI0 MHGOPMAIU0, 3aU/IN B
HacTpoUKku 6pay3epa u yzanm cookies;

[Tepuosnyecku MpoBepsiii, Kakue IJIaTHbIE YCJIYTU aKTUBUPOBAaHbI HA TBOEM HOMEPE;

JlaBaii cBOM HOMepP MOOHMIBHOTO Tesie)OHA TOJIBKO JIIO/ISIM, KOTOPBIX ThI 3HAEIIh U KOMY
Jl0Bepsellb;

Bluetooth gomkeH OBITH BHIK/IIOUEH, KOT/[Aa ThI MM He IT0JIb3yelnbcsi. He 3a0bIBaii mHOTAA
MIPOBEPATH 3TO.

Online urps1

CoBpeMeHHble OHJIAUH-UTPBI - 3TO KpacouHble, 3aXBaThIBAIOIINE pa3BJIeUeHUs,
00beIMHAIONINE COTHH THICSY YEJIOBEK 10 BceMy MUPY. VITPOKH HCCIIEAYIOT JaHHBINA UM
MHp, OOIIAIOTCA APYT C JIPYTOM, BBITIOJIHAIOT 3aJ]aHUs, CPA’KAIOTCA C MOHCTPaAaMH H
MOJIy4alOT OMNBIT. 3a YZOBOJIBCTBUE OHU IUIATAT: IIOKYHAKT [JUCK, OILJIAYMBAIOT
ab0HEMEHT WU IPUOOPEeTAI0T KaKUe-TO OMIIUY.

Bce oTtu cpezcrtBa uAyT Ha NOAJEepKaHME M pa3BUTHE UTPHI, a TaKKe Ha caMmy
06e30MacHOCTh: COBEPIIEHCTBYIOTCA CUCTEMbBI aBTOPHU3AI[UH, BBIITYCKAIOTCA HOBBIE MTATUYHN
(rmudpoBble 3a1IaTKU AJ1 IPOTrPaMM ), 3aKPBIBAIOTCS YA3BUMOCTU CEPBEPOB.

B HO]_IO6HBIX HUIpax CTOUT OIlacaTbCA HE€ CTOJIBKO CBOHX COIIEPDHHKOB, CKOJIBKO KpaXXH
TBOE€TIO I1ap0JId, Ha KOTOPOM OCHOBaHA CHCT€Mad aBTOpHU3allU OOJIBIIIMHCTBA urp.

OCHOBHBI€E COBETHI 110 HE30IIACHOCTH TBOETO UTPOBOTO AKKAYHTA:



1. Ecytm pyroit urpok BezieT cebs1 MI0X0 WJIU co3/1aeT Tebe HEMPUATHOCTH, 3a0JIOKUPYH
€ro B CIIMCKE UTPOKOB;

2. Iloxasyiica afMUHHUCTPATOpaM WIPHI Ha IUIOXO€ IIOBEJAEHHE HTOTO WIPOKA,
JKeJIaTeJIbHO MIPUJIOKUTh KaKHe-TO I0Ka3aTeJIbCTBa B BU/le CKPUHOB;

3. He ykasspiBaii imuHyio nHpopMaIuio B mpodaiiyie Urpsl;
4. YBaxkall Ipyrux y9aCTHUKOB I10 UTPE;

5. He ycranaBiuBaii HeopuinaapHble IaTYU U MOJIBL;

6. crionp3yii cyI0KHBIE U pPa3HBIE I1APOJIY;

7. Jlaxke BO BpeMs WUrpHI HEe CTOUT OTKJ/IIOYATh aHTUBUPYC. [loka ThI urpaelb, TBOU
KOMIBIOTEP MOTYT 3aPa3UTh.

PUINHNHT WIH Kpaxa IUIHbIX JaHHbIX

OOBIYHOHN Kpakel JeHer W JOKYMEHTOB CETOJHS YK€ HHUKOTO HE YAWBHIINb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUU 3JIOYMBIIIUIEHHUKHN TIEPEMECTUINCh B UHTEPHET, U
MPO0JIKAIOT 3aHUMAThCA "TIOOMMBIM " Z1€JIOM.

Tak mosiBUJIach HOBasi yrpo3a: UHTEPHET-MOIIIEHHUYECTBA WU (DUIIMHT, TJIaBHAs 1€JTb
KOTOPOTO COCTOUT B IOJIyYeHU U KOHDUAEHITHATBHBIX IAHHBIX ITOJIb30BaTENIEH - IOTHHOB
1 nmapoJieii. Ha anrmiickom sizeike phishing yuraercs kak ¢pummusr (ot fishing - ppioHas
JIOBJIAA, password - mapoJib).

OCHOBHBIE COBETHI 110 OOPHOE C PUIITHHTOM

1. Cnegqu 3a cBOMM akKKayHTOM. Ecjim ThI IOA03peBaellb, UTO TBOsS aHKeTa ObLiIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JI0KMPOBATh €€ U COOOIIHUTh aIMUHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKODEE;

2. Ncnosbayii 6e30macHble BeO-CalThl, B TOM UHCJIe, UHTEPHET-Mara3nHOB U OMCKOBBIX
CHCTEM;

3. Mcnosnp3yii cokHble U pa3Hble nmaposu. TakuM obpasoM, ecyiu TeOs B3JIOMAIOT, TO
3JIOYMBINIJIEHHUKY TIOJIyUYaT JIOCTYI TOJIBKO K OTHOMY TBOEMY IPO(UIIIO B CETH, a HE KO
BCEM;

4. Ecytn Te0s1 B371IOMasu, TO HeOOXOAUMO IIPETyIIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPHIE
7100aByIeHbI y T€OS B APY3bX, O TOM, UTO TeOsI B3JIOMAJIN M, BO3MOKHO, OT TBOET'0 UMEHH
OyzeT pacchLIaThbCs ClIaM M CChIKYM Ha (PUIITUHTOBBIE CANTHI;

5. YcraHoBH HaJiexkHbIHN 11aposib (PIN) Ha MOOMIbHBIN TetedOH;
6. OTKJIIOYU cOXpaHeHHe ImapoJis B Opaysepe;

7. He oTkpbIBall ¢ailibl U Jpyrue BIOXKEHUS B MUCHbMAaX, Ja’ke eCId OHU IPUIIUIU OT
TBOUX Jipy3el. JIydllle yTOUHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3Tu (ailybl.

HudposBasa penmyranusa

[{udpoBas pernyranus - 3TO HETATUBHAsI WIN MO3UTHUBHAs WHGOpPMAIUs B ceTU O Tebe.
Kommpomerupytomas uHopMaius, pa3MellleHHas B UHTEPHETE, MOXKET CEPhe3HBIM



00pa3oM OTpa3UThCA Ha TBOEH peasbHOU KuU3HU. "lludpoBas pemyranusa’ - 3TO TBOU
UMUK, KOTOPBIH hopMupyercs u3 nHbopMamnuu o Tebe B HHTEPHETE.

TBOe MecTO KUTeIbCTBA, yueObl, TBOe (GUHAHCOBOE M10JI0KeHNEe, 0COOEHHOCTU XapaKTepa
U pacckasbl 0 OJIU3KUX - BCe 3TO HAKAIINBAETCA B CETH.

MHorue moAPOCTKHU JIETKOMBICJIEHHO OTHOCATCSA K IyOIUKAI[UK JIHYHOU HHGOPMAIIUH B
VHTepHeTe, HE TOHUMAs BO3MOKHBIX ITOCJIE/ICTBUM. ThI Jla’ke HE CMOIKEIIb JI0ralaThCs
o ToM, uTo dororpadusi, pazMellleHHas 5 JIeT Ha3ajl, cTajia IPUUYUHON OTKa3a MPUHATH
Tebs1 Ha paboTy.

KommenTapuu, pasmemieHne TBoux ¢ortorpaduili u Jpyrue JeWCTBUS MOTYT HeE
HCYE3HYTh JIaXKe TOCJIe TOTO, KaK Thl UX YAAIUIIb. Thl He 3HAEllb, KTO COXPAHWI 3Ty
nHdOpManuio, Momnaja Ju OHa B IOUCKOBBIE CUCTEMBI M COXPAHUJIACH JIU OHA, a TJIaBHOE:
YTO IMOAYMAIOT O Tebe OKpPYKAaIIUe JIIOAU, KOTOpble HAUAYT U YBUAAT 3To. HailTu
“HOOpPMALNI0 MHOTO JIET CIIyCTS CMOKET JII000H - KaK U3 J00PBIX MOOYK/IEHUM, TaK U C
HaMepeHUeM IPUYUHUTH BPeJl. ITO MOXKET OBITh KTO YTOJTHO.

OcCHOBHBIE COBETHI 110 3aIIUTE ITU(PPOBON penyTaluu:

1. [Tomymaii, mpexze ueM 4To-TO IIyOJIMKOBATh U IepefaBaTh y cedsa B Osiore wid B
COILIMAJILHOM CETH;

2. B HacTpoiikax IpoduisA yCTAHOBU OTPAHUYEHUS HA TPOCMOTP TBOETO MPOQUJIIS U €r0
COJIEP>KUMOTO, c/IeJIail ero TOJbKO "It Apy3ein’;

3. He pasmemniaii u He ykaspiBail HHGOPMAIIUIO, KOTOPas MOXKET KOro-Jaub0 0CKOpOJISTh
WJIN OOUKATh.

ABTOpCKOE 1IPAaBO

CoBpemMeHHble IIKOJBHUKU - AKTUBHBIE II0JIb30BaTeNU LU(PPOBOTO IIPOCTPAHCTBA.
OpHako gajieko He BCe 3HAKOT, UTO II0JIb30BAHUE MHOTUMHU BO3MOKHOCTAMU ITU(PPOBOTO
Mupa TpedyeT COOII0eHNS TPaB HA NHTEJUIEKTYAJIbHYIO COOCTBEHHOCTb.

TepMuH "UHTeJUIEKTyayJibHAsA COOCTBEHHOCTH' OTHOCUTCA K PA3JIUYHBIM TBOPEHUSIM
YeJIOBEYECKOTO yMa, HAYMHASA C HOBBIX HM300pETEHWH UM 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh Ha TPOAYKTHI U YCJIYTH, U 3aKaHYMWBasg KHUTaMH, (GoTorpadusmu,
KUHODUIbMaMU U My3bIKaJIbHBIMU IIPOU3BEICHUSMU.

ABTOpCKUE IpaBa - 3TO IIpaBa Ha MHTEJUIEKTYAJIbHYI0O COOCTBEHHOCTh Ha MIPOU3BEeHUA
HAyKH, JIUTEPATypPbl U UCKYCCTBAa. ABTOPCKHE IpaBa BBICTYNAIOT B KaUeCTBe rapaHTUH
TOTO, YTO UHTEJUIEKTYaJIbHBINM/ TBOPUYECKHUH TPY aBTOpa He Oy/IeT HAalPACHBIM, JACT eMY
CIIpaBe/JIUBbIE BO3MOKHOCTU 3apaboTaTh Ha pPe3yJIbTaTax CBOEro TPYZa, IMOJIYIUTHb
HU3BECTHOCTH U Ipu3HaHue. HUKTo 6e3 pa3pelieHusa aBToOpa He MOXKeT BOCIIPOU3BOIUTH
ero IpousBefieHNe, PpacIpOCTPaHATh, IyOJIUYHO JIeMOHCTPUPOBATh, IIPOJIaBaTh,
UMIIOPTUPOBATh, IyCKAaTh B IPOKAT, IIyOJIMYHO UCIIOJHATH, ITOKA3bIBATh/UCIIOJIHATH B
a¢dupe win pazmemaTs B IHTEpHETE.

Hcnosip3oBaHue "MHUPATCKOTO" IPOTPAMMHOTO 0becrieueHus1 MOKeT IPUBECTU K MHOTUM
PHUCKaM: OT TOTEPH JAHHBIX K TBOUM aKKayHTaM JI0 0JIOKUPOBKU TBOETO YCTPOMCTBA, T/Ie
yCTaHOBJIEHA HeJIerayibHasA mporpamma. He cTouT Takske 3a0BIBATh, UTO CYIIECTBYIOT
JierayibHble U OecIIaTHbIE IPOrPaMMBbI, KOTOPblE MOKHO HAUTU B CETH.

O moprane



CereBUYOK.pp - TBOH TIJIaBHBIM COBETYHK B CeTU. 37ech Thl MOXKeIIb Y3HATb O
0€30IIaCHOCTH B CETU IOHATHBIM U JIOCTYIIHBIM S3BIKOM, a IMPU BO3HUKHOBEHUH
KPUTHUYECKOHN CUTyaI[uu OOPAaTUTHCA 32 COBETOM. A TaK:Ke IIPUHATDH YIaCTHE B KOHKYyPcax
U CTaTh CaMbIM ITU(PPOBHIM I'PAKIAHUHOM !



